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— Applications Expose Critical Data 72X OpsMx
to the Outside World

Data Applications Users

Customers
Customer Data

Partners

Vendor Data
Employees
Financial Records

Hackers

Business Plans Suppliers

Intellectual Property Contractors



— Growing Application Security Challenges 7% OpsMx

A ~~— New World

| meniac L[ Anc o Frequent releases, service-based architecture
LY =m Cloud, containers, Kubernetes

Distributed development teams

Teams choose DevOps tools

Compliance mandates, security audits
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— Secure Software Delivery

@OpsMx

OpsMx adds application security control and automation
to the application lifecycle, developer to deployment,
building on an Open Security architecture and Al-powered SecOps
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— OpsMx Delivery Shield

OpsMx Delivery Shield provide unified security for

the application lifecycle

AppSec Today

Security tools that don’t work together
Gaps in the current security tool set
Disjointed data — no unified view
Security slows down developers

Security

App

@OpsMx

Dev DevOps
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OpsMx Delivery Shield

Application Security Posture Management
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= OpsMx Application Security in Action 7% OpsMx

Current Customer Projects

Prioritizing Security Risks

Incomplete and Expensive Security Tools
Automating Application Security Audit
Enforcing Security Policies

Security Effectiveness Reporting

Prioritizing Security Risks
Customer: Global Technology Company

Challenge: Too many security alerts from
different tools, don’t know where to start

Solution: Gather and prioritize security
alerts across all tools; provide guidance on
how to fix them



= OpsMx Application Security in Action 7% OpsMx

Incomplete and Expensive Security Tools
Customer: Global Manufacturing Group

Challenge: Spending too much on security
but still have gaps in security tools

Solution: Replace current paid tools with
open source alternatives and OpsMx
security management

Automating Application Security Audit
Customer: Top 10 Global Bank

Challenge: Time consuming, manual
security audits

Solution: OpsMx gathers and permanently
stores record of each application release,
then automates compliance reporting



= OpsMx Application Security in Action 7% OpsMx

Enforcing Security Policies
Customer: HealthTech Innovator

Challenge: Need to prevent high risk
vulnerabilities from getting to production

Solution: OpsMx evaluates compliance
with security policies and then blocks
deployment of out of compliance
applications

Security Effectiveness Reporting
Customer: Global Consumer Electronics

Challenge: No way to compare security
performance across organizations

Solution: OpsMx consolidates security
data across teams into one
Ccross-organization view



= OpsMx Application Security Architecture 7% OpsMx

SDLC-DB Relf"'l.ﬁme —1|| Petivery
olicy — | 1] Bill of Materials

Enforcement —_—

@ FedRAMP MTIJEE

/ Microsoft
Azure

rf'i vmware
vSphere

0 AWS Lambda

OPENSHIFT

OPERATE ]

g” {:: 62 GitHub Actions
</> .
SOURCE ..‘ Ea

DEVELOPER N DATADOG ;! ﬂ ux

Derowvoowoso CU
>




34 OpsMXx

Thank You

Contact: david.greene@opsmx.io Visit: www.opsmx.com



